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I. INDEPENDENT SERVICE AUDITOR’S REPORT
To: Kolide, Inc.
Scope
We have examined Kolide, Inc.’s (Kolide or the Company) accompanying description of its software-as-a-service
(SaaS) platform titled “Description of Kolide, Inc.’s System” throughout the period November 1, 2021 to April
30, 2022 (description) based on the criteria for a description of a service organization’s system in DC section
200, 2018 Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report
(AICPA, Description Criteria), (description criteria) and the suitability of the design and operating effectiveness
of controls stated in the description throughout the period November 1, 2021 to April 30, 2022, to provide
reasonable assurance that Kolide’s service commitments and system requirements were achieved based on the
trust services criteria relevant to security and availability (applicable trust services criteria) set forth in TSP
section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and
Privacy (AICPA, Trust Services Criteria).
Kolide uses a subservice organization to support the operation of the system. Kolide uses Heroku to provide
infrastructure and database services to support the system. The description indicates that complementary
subservice organization controls that are suitably designed and operating effectively are necessary, along with
controls at Kolide, to achieve Kolide’s service commitments and system requirements based on the applicable
trust services criteria. The description presents Kolide’s controls, the applicable trust services criteria, and the
types of complementary subservice organization controls assumed in the design of Kolide’s controls. The
description does not disclose the actual controls at the subservice organization, and we have not evaluated the
suitability of the design or operating effectiveness of such complementary subservice organization controls.
The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at Kolide, to achieve Kolide’s service commitments and system
requirements based on the applicable trust services criteria. The description presents Kolide’s controls, the
applicable trust services criteria, and the complementary user entity controls assumed in the design of Kolide’s
controls. Our examination did not include such complementary user entity controls and we have not evaluated the
suitability of the design or operating effectiveness of such controls.
Service Organization’s Responsibilities
Kolide is responsible for its service commitments and system requirements and for designing, implementing, and
operating effective controls within the system to provide reasonable assurance that Kolide’s service commitments
and system requirements were achieved. Kolide has provided the accompanying assertion titled “Assertion of
Kolide, Inc.’s Management” (assertion) about the description and the suitability of design and operating
effectiveness of controls stated therein. Kolide is also responsible for preparing the description and assertion,
including the completeness, accuracy, and method of presentation of the description and assertion; providing the
services covered by the description; selecting the applicable trust services criteria and stating the related controls
in the description; and identifying the risks that threaten the achievement of the service organization’s service
commitments and system requirements.
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Service Auditor’s Responsibilities
Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectiveness of controls stated in the description based on our examination. Our examination was conducted in
accordance with attestation standards established by the American Institute of Certified Public Accountants
(AICPA). Those standards require that we plan and perform our examination to obtain reasonable assurance
about whether, in all material respects, the description is presented in accordance with the description criteria and
the controls stated therein were suitably designed and operated effectively to provide reasonable assurance that
the service organization’s service commitments and system requirements were achieved based on the applicable
trust services criteria. We believe that the evidence we obtained is sufficient and appropriate to provide a
reasonable basis for our opinion.
An examination of the description of a service organization’s system and the suitability of the design and
operating effectiveness of controls involves the following:
•
•
•
•

•

•

Obtaining an understanding of the system and the service organization’s service commitments and
system requirements
Assessing the risks that the description is not presented in accordance with the description criteria and
that controls were not suitably designed or did not operate effectively
Performing procedures to obtain evidence about whether the description is presented in accordance with
the description criteria
Performing procedures to obtain evidence about whether controls stated in the description were suitably
designed to provide reasonable assurance that the service organization achieved its service commitments
and system requirements based on the applicable trust services criteria
Testing the operating effectiveness of controls stated in the description to provide reasonable assurance
that the service organization achieved its service commitments and system requirements based on the
applicable trust services criteria
Evaluating the overall presentation of the description

Our examination also included performing such other procedures as we considered necessary in the
circumstances.
Inherent Limitations
The description is prepared to meet the common needs of a broad range of report users and may not, therefore,
include every aspect of the system that individual users may consider important to meet their informational
needs.
There are inherent limitations in the effectiveness of any system of internal control, including the possibility of
human error and the circumvention of controls.
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Because of their nature, controls may not always operate effectively to provide reasonable assurance that the
service organization’s service commitments and system requirements are achieved based on the applicable trust
services criteria. Also, the projection to the future of any conclusions about the suitability of the design and
operating effectiveness of controls is subject to the risk that controls may become inadequate because of changes
in conditions or that the degree of compliance with the policies or procedures may deteriorate.
Description of Tests of Controls
The specific controls we tested and the nature, timing, and results of those tests are listed in Section IV.
Controls Did Not Operate During the Period Covered by the Report
The description discusses the following controls; however, during the period of November 1, 2021 to April 30,
2022 the controls did not operate for the applicable criteria:
Service Organization
Controls
Performance reviews are completed for all
employees on at least an annual basis.

Test
Inspected annual meeting invites and
performance evaluation reviews for a
sample of employees to confirm
performance reviews were not completed
during the audit period. Therefore, the
Service Auditor was unable to test the
effectiveness of the control during the
audit period.

Applicable Trust
Services Criteria
CC1.4
CC1.5

Real-time alerts are generated to employees
if malicious software is detected on a
Company workstation. If not corrected by
the employee, the alert will be escalated to
appropriate personnel.

Inquired with management to confirm
there were no alerts for malicious
software detected during the audit
period. Therefore, the Service Auditor
was unable to test the effectiveness of
the control during the audit period.

CC4.1
CC4.2
CC6.6
CC6.8
CC7.2

Written authorization must be submitted by
a manager or Human Resources to request
the addition or removal of employee access
to Company systems.

Inquired with management to confirm
there were no terminations during the
audit period. Therefore, the Service
Auditor was unable to test the
effectiveness of the control during the
audit period.

CC6.2
CC6.3

The Company has a process to dispose of
Inquired with management to confirm
equipment when the equipment is no longer there were no disposals during the audit
period. Therefore, the Service Auditor
in use.
was unable to test the effectiveness of
the control during the audit period.
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CC6.5

Service Organization
Controls
All incidents are tracked in an incident log.

The Company requires a Vendor Diligence
Questionnaire for high risk vendors during
the vendor selection process which includes
a review of materials and risk associated
with the vendor are understood.

Test
Inquired with management to confirm
there were no incident during the audit
period. Therefore, the Service Auditor
was unable to test the effectiveness of
the control during the audit period.
Inquired with management to confirm
there were no high risk vendors
onboarded during the audit period.
Therefore, the Service Auditor was
unable to test the effectiveness of the
control during the audit period.

Applicable Trust
Services Criteria
CC7.3

CC9.2

Opinion
In our opinion, in all material respects,
a. the description presents Kolide’s software-as-a-service (SaaS) platform that was designed and
implemented throughout the period November 1, 2021 to April 30, 2022, in accordance with the
description criteria.
b. the controls stated in the description were suitably designed throughout the period November 1, 2021
to April 30, 2022, to provide reasonable assurance that Kolide’s service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its controls operated
effectively throughout that period and if the subservice organization and user entities applied the
complementary controls assumed in the design of Kolide’s controls throughout that period.
c. the controls stated in the description operated effectively throughout the period November 1, 2021 to
April 30, 2022, to provide reasonable assurance that Kolide’s service commitments and system
requirements were achieved based on the applicable trust services criteria, if complementary
subservice organization controls and complementary user entity controls assumed in the design of
Kolide’s controls operated effectively throughout that period.
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Restricted Use
This report, including the description of tests of controls and results thereof in Section IV, is intended solely for
the information and use of Kolide, user entities of Kolide’s system during some or all of the period November 1,
2021 to April 30, 2022, business partners of Kolide subject to risks arising from interactions with the system,
practitioners providing services to such user entities and business partners, prospective user entities and business
partners, and regulators who have sufficient knowledge and understanding of the following:
•
•
•
•

•
•
•

The nature of the service provided by the service organization
How the service organization’s system interacts with user entities, business partners, subservice
organizations, and other parties
Internal control and its limitations
Complementary user entity controls and complementary subservice organization controls and how those
controls interact with the controls at the service organization to achieve the service organization’s service
commitments and system requirements
User entity responsibilities and how they may affect the user entity’s ability to effectively use the service
organization’s services
The applicable trust services criteria
The risks that may threaten the achievement of the service organization’s service commitments and
system requirements and how controls address those risks

This report is not intended to be, and should not be, used by anyone other than these specified parties.

Boston, MA
May 2, 2022
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II. ASSERTION OF KOLIDE, INC.’S MANAGEMENT
We have prepared the accompanying description of Kolide, Inc.’s (Kolide or the Company) software-as-a-service
(SaaS) platform titled “Description of Kolide, Inc.’s System” throughout the period November 1, 2021 to April
30, 2022 (description) based on the criteria for a description of a service organization’s system in DC section
200, 2018 Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report
(AICPA. Description Criteria) (description criteria). The description is intended to provide report users with
information about the system that may be useful when assessing the risks arising from interactions with Kolide’s
system, particularly information about system controls that Kolide has designed, implemented, and operated to
provide reasonable assurance that its service commitments and system requirements were achieved based on the
trust services criteria relevant to security and availability (applicable trust services criteria) set forth in TSP
section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and
Privacy, (AICPA, Trust Services Criteria).
Kolide uses a subservice organization to support the operation of the system. Kolide uses Heroku to provide
infrastructure and database services to support the system. The description indicates that complementary
subservice organization controls that are suitably designed and operating effectively are necessary, along with
controls at Kolide, to achieve Kolide’s service commitments and system requirements based on the applicable
trust services criteria. The description presents Kolide’s controls, the applicable trust services criteria, and the
types of complementary subservice organization controls assumed in the design of Kolide’s controls. The
description does not disclose the actual controls at the subservice organization.
The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at Kolide, to achieve Kolide’s service commitments and system
requirements based on the applicable trust services criteria. The description presents Kolide’s controls, the
applicable trust services criteria, and the complementary user entity controls assumed in the design of Kolide’s
controls.
The description discusses the following controls; however, during the period of November 1, 2021 to April 30,
2022 the controls did not operate for the applicable criteria:
Service Organization
Reason Control
Controls
Did Not Operate
Performance reviews are completed for all The performance reviews occur on an
employees on at least an annual basis.
annual basis and last occurred in
October 2021 and are not scheduled to
occur again until October 2022.
Real-time alerts are generated to
employees if malicious software is
detected on a Company workstation. If
not corrected by the employee, the alert
will be escalated to appropriate personnel.

There was no malicious software
downloaded during the audit period.
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Applicable Trust
Services Criteria
CC1.4
CC1.5

CC4.1
CC4.2
CC6.6
CC6.8
CC7.2

Service Organization
Controls
Written authorization must be submitted
by a manager or Human Resources to
request the addition or removal of
employee access to Company systems.

Reason Control
Did Not Operate
There were no incidents during the
audit period.

Applicable Trust
Services Criteria
CC6.2
CC6.3

The Company has a process to dispose of
equipment when the equipment is no
longer in use.

There were no new high risk vendors
onboarded during the audit period.

CC6.5

All incidents are tracked in an incident
log.

There were no terminations during the
audit period.

CC7.3

The Company requires a Vendor
Diligence Questionnaire for high risk
vendors during the vendor selection
process which includes a review of
materials and risk associated with the
vendor are understood.

There were no disposals during the
audit period.

CC9.2

We confirm, to the best of our knowledge and belief, that:
a. the description presents Kolide’s software-as-a-service (SaaS) platform that was designed and
implemented throughout the period November 1, 2021 to April 30, 2022, in accordance with the
description criteria.
b. the controls stated in the description were suitably designed throughout the period November 1, 2021
to April 30, 2022, to provide reasonable assurance that Kolide’s service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its controls operated
effectively throughout that period, and if the subservice organizations and user entities applied the
complementary controls assumed in the design of Kolide’s controls throughout that period.
c. the controls stated in the description operated effectively throughout the period November 1, 2021 to
April 30, 2022, to provide reasonable assurance that Kolide’s service commitments and system
requirements were achieved based on the applicable trust services criteria, if complementary
subservice organization controls and complementary user entity controls assumed in the design of
Kolide’s controls operated effectively throughout that period.
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III. DESCRIPTION OF KOLIDE, INC.’S SYSTEM
A. OVERVIEW OF THE SYSTEM AND OPERATIONS
Kolide, Inc. (Kolide or the Company) was founded in 2016. There are currently nineteen (19) full-time
employees. The Company is headquartered in the Boston, MA area and is privately funded.
Kolide’s software-as-a-service (SaaS) platform provides endpoint security solutions for teams that value
productivity, transparency, and employee happiness. Unlike traditional approaches to endpoint security,
Kolide’s solution focuses on educating, engaging, and empowering endpoint users to actively participate with
their organization’s efforts to ensure their devices are meeting organizational guidelines and compliance
requirements. Kolide believes that device security starts with the users and provides organizations a
collaborative approach between those responsible for ensuring endpoint security and the organization’s endpoint
users.
The Kolide platform consists of:
•

•
•
•

The Kolide SaaS management console that security and network teams utilize to monitor and manage
the user endpoints. These are the organization’s Kolide administrators. The console provides a drilldown dashboard that provides an overview as well as the detailed drill-down of individual endpoints
health and hygiene.
The Kolide endpoint agent that organization users install on their devices. This agent collects data on
the device and transmits the information to the Kolide SaaS management solution.
Slack integration which is used to communicate endpoint status and issues to both administrators and
endpoint users.
The Kolide console which provides flexible authentication options, including Single Sign On (SSO) via
Google, Slack, Security Assertion Markup Language (SAML), as well as the option for email and
password authentication.

Kolide’s SaaS product alerts end-users through Slack about security issues or other problems with their device.
End-users are given precise instructions on how to fix the problem and can confirm in real-time that the fixes
were successfully applied. Kolide’s product also features optional MDM (device management) features so that
customers can perform actions such as remotely erasing the device, locking a device with a PIN, or placing a
device in lost mode.
B. INFRASTRUCTURE
The Kolide platform is developed and maintained by the Kolide Engineering team. The platform resides on
Heroku, a platform-as-a-service (PaaS) provider and utilizes PostgreSQL as its database. Heroku eliminates
much of the traditional overhead of a SaaS architecture by taking responsibility for managing the servers and
databases that Kolide is deployed on. This allows the Kolide team to focus on software development, test, and
deployment, leveraging a Continuous Integration / Continuous Deployment (CI/CD) strategy.
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The Kolide platform is a multiuser, multi-tenant application. The following is a high-level diagram of the Kolide
platform architecture:

The following steps describe how an organization is onboarded as a Kolide customer.
1. Organizations must self-provision to become a Kolide platform customer. This requires initiating a trial
from the k2.kolide.com website and accepting the Kolide terms of use. Organizations can also work
directly with the Kolide Sales and Operations team to establish a customized service agreement.
2. Once an account has been established, the administrator may invite additional users to be administrators
of the Kolide console.
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3. To distribute the Kolide agent, an administrator either downloads and distributes the agent to their end
users or invites the endpoint users via their organization’s Slack channel using the console Onboarding
feature.
4. Once a user has accepted the Onboarding invitation and installed the Kolide agent, their device will be
included in the Kolide console.
C. SOFTWARE
The following software products and solutions are central to the Kolide’s platform:
●
●
●
●
●
●
●
●
●
●
●
●
●

Heroku – PaaS, providing all back-end infrastructure, including PostgreSQL database.
Google Cloud Platform – Agent packages repository and any customer-specific site customization
assets.
Slack – Real-time collaboration for internal team members and customer communication channel.
GitHub Enterprise – Code repository and SDLC management.
CircleCI – Deployment management and testing.
Bugsnag – Application error monitoring.
Honeycomb – Part of the Kolide eco-system of system monitoring.
Google Operations (Stackdriver) – Provides forensic logging for debugging of application alerts.
Basecamp – Project management tool facilitating communication and document management.
1Password – Password management tool used by all employees.
Kolide – Kolide uses their own product for internal endpoint management.
Intercom - Customer CRM, Kolide uses this to offer support and promote new features.
Mailgun - Sends emails on behalf of Kolide’s K2 application to authorize users of the service.

D. PEOPLE
Kolide has a staff of approximately nineteen (19) employees. While the Kolide has adopted a “flat”
organizational structure, the corporate governance is the responsibility of the CEO and Director of Operations.
The following is the current Organizational Chart:
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E. PROCEDURES
Kolide maintains documented policies and procedures to guide personnel in developing, administering,
monitoring, and maintaining the Kolide platform. Regular reporting is utilized by management to identify
deviations from documented policies and procedures and guide corrective actions.
These policies and procedures cover the following key security lifecycle areas:
●

●

●
●
●

●

●

●

Risk Management Assessment Policy – The Risk Management Assessment Policy provides guidance
in creating a formal risk assessment process to identify, analyze, and document the risks that may affect
the sensitive data environment.
Software Development Life-Cycle (SDLC) – This is a comprehensive document covering:
o SDLC practices addressing design, development, code review, quality assurance.
o Change management practices of continuous deployment and verification.
o Vulnerability management describing the process for identifying, assessing, remediating, and
reporting on vulnerabilities impacting Kolide’s systems.
o The approach to logging, monitoring, and alerting for in-scope systems.
Business Continuity and Disaster Recovery Plan – The Business Continuity and Disaster Recovery
Plan details technical disaster recovery and business continuation processes.
Incident Response Plan – The Incident Response Plan serves as a guideline for response in reaction to
security and operations related incidents.
Data Classification Policy – The Policy defines how Kolide establishes classification, destruction, and
retention requirements for sensitive data based on legal, regulatory, and business requirements, and
defines the processes for the secure deletion of data.
Information Security Policy (ISP) – The ISP describes the Kolide security standards. This document
also includes the Kolide Acceptable Use Policy and the Password & Account Policy. A separate
addendum document, Bring Your Own Device Policy, supplements the ISP with additional security
guidelines specific to user devices.
Vendor Management Policy – The Vendor Management Policy identifies Kolide’s standards for
selecting third parties for sourced support or services, enters into contractual agreements, and manages
their vendors in a way that brings the greatest value to Kolide.
Employee Lifecycle Policy – This document describes the policy for onboarding new hires, offboarding
terminations, transfers and granting access to systems. new hires are onboarded and the offboarding
process for terminations. The Access Policy defines how Kolide manages and reviews access to
systems.
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F. DATA
The Kolide Platform collects and processes the following types of endpoint data for Apple, Linux, and Windows
devices:
●
●
●

Platform configuration settings, including security and authentication and company profile information
Kolide platform administrator user identities and access levels
Managed endpoint data, including:
o General details (name, OS, uptime, IP, etc.)
o Pass/fail check status of device
o OS updates and security status
o User accounts names and password reset dates and login counts
o Hard drive details
o Kolide Agent details
o Any device-specific notes
o Detailed OS/hardware-specific drill down into endpoint device data (including but not limited
to: browser addons, BIOS, certificates, hardware information, kernel, listening ports, logical
drives, licenses, network interfaces, patches, applications/programs, security products, services,
video information)

G. OTHER RELEVANT ASPECTS OF THE CONTROL ENVIRONMENT, RISK ASSESSMENT PROCESSES,
INFORMATION AND COMMUNICATION SYSTEMS, AND MONITORING CONTROLS
1) Control Environment
Kolide’s control environment is an integral part of its business activities, strategic planning, and assessment
of risks. Relevant control environmental factors that affect the services provided to user entities are listed
and described below.
Human Resource Management
Written job descriptions for employees are maintained. The descriptions are reviewed and updated as
needed. References are sought and background checks are performed for all employees hired. The
responsibility of employees to comply with Company policies and protect confidential and proprietary
information is explained during new employee orientation and documented in a written ISP. Employees are
required to acknowledge receipt and understanding of the ISP governing employee conduct as part of the
onboarding process.
Kolide conducts security awareness training during the onboarding of new employees and annually
thereafter. The training is intended to enhance employees’ understanding of a variety of sound security
practices.
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Physical Security and Environmental Controls
The Kolide platform is housed exclusively within Heroku. Heroku, now owned by Salesforce.com, issues a
third-party System and Organization Controls (SOC) 2 report. As part of Kolide management’s vendor due
diligence and ongoing monitoring process, Kolide receives and reviews the Heroku SOC report at least
annually to ensure that appropriate physical and environmental controls are in place and operating
effectively at the subservice organization.
Change Management
Kolide has a formalized change management process in place.
●
●
●
●
●

Proposed changes are evaluated to determine if they present a security risk and what mitigating
actions, including employee and user entity notifications, must be performed.
Emergency changes follow the formalized change management process, but at an accelerated
timeline.
All changes adhere to standards for separation of duties, appropriate reviews and testing, and
production verifications.
The ability to migrate changes into production environments is restricted to appropriate staff.
Kolide has a formalized security and systems development methodology that includes project
planning, design, testing, implementation, and maintenance.

System Monitoring, Incident and Problem Management
The Engineering team uses a variety of system monitoring and security utilities to identify and detect
possible security threats and incidents. These utilities include, but are not limited to, security notifications,
vulnerability assessment reports, and operating system event logs. These alerts and notifications are
reviewed and acted upon in real-time by the Engineering team.
Availability and security events requiring further investigation are tracked using an incident ticket and
monitored until resolved.
Data Back Up and Recovery
Kolide uses Heroku’s managed PostgreSQL, with Write-Ahead Logging (WAL) Replication and
Continuous Protection. Backups are periodically tested by Kolide to ensure the restore process is understood
and there is integrity of the backups. Additionally, the Kolide platform code deployment model provides for
immediate and point-in-time roll-backs.

13

System Account Management
Kolide has implemented role-based security to limit and control access within all Kolide systems.
Employees are granted logical access to in-scope systems based on documented approvals by appropriate
management personnel. The ability to create or modify user access accounts and user access privileges is
limited to authorized personnel. User access is reviewed annually to verify whether individuals’ access is
necessary for their job functions and to identify the existence of inappropriate accounts.
The Kolide management team obtains a list of personnel and reconciles the termination report with current
access privileges to determine if access has been appropriately removed or disabled.
Administrative access to technologies supporting the Kolide platform is restricted to authorized employees.
2) Risk Assessment Processes
Kolide regularly reviews the risks that may threaten the achievement of the criteria for the security and
availability principles set forth in TSP section 100, Trust Services Principles and Criteria for Security,
Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Principles and
Criteria).
The Kolide management team assesses security risks on an ongoing basis. This is done through regular
meetings, reviewing and acting upon security alerts event logs, performing vulnerability assessments, and
conducting a formal annual risk assessment.
3) Information and Communication Systems
Kolide has an information security program to help ensure that employees understand their individual roles
and responsibilities concerning processing and controls as well as to ensure significant events are
communicated in a timely manner. These include formal and informal training programs and the use of
email to communicate time-sensitive information and processes for security and system availability
purposes that notify key personnel in the event of problems.
4) Monitoring Controls
In addition to the daily oversight, periodic vulnerability assessments, and use of event monitoring tools,
management provides further security monitoring through activities such as an annual penetration test.
H. CHANGES TO THE CONTROL ENVIRONMENT
Kolide is required to disclose relevant detail of changes to the system during the period covered. There were no
changes to the control environment supporting the system during the covered period.
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I. APPLICABLE TRUST SERVICES CRITERIA AND RELATED CONTROLS
The applicable trust services criteria and Kolide’s controls are included in section IV of this report, Independent
Service Auditor’s Description of Tests of Controls and Results, to eliminate the redundancy that would result
from listing them in this section and repeating them in section IV. Although the applicable trust services criteria
and related controls are included in Section IV, they are, nevertheless, an integral part of Kolide’s description of
systems.
J. COMPLEMENTARY SUBSERVICE ORGANIZATION CONTROLS
Kolide uses a subservice organization to perform various functions to support the delivery of system to user
entities. Kolide has developed and implemented a vendor monitoring process to ensure subservice organizations
have necessary internal controls. Monitoring includes the receipt and review of the subservice organizations’
internal audit reports (e.g. SOC 2 Reports).
The following is a description of the subservice organization used by Kolide to support the delivery of system:
Heroku: Provides infrastructure and database services that are leveraged to host the Kolide SaaS Platform.
The following applicable trust services criteria are intended to be met in part by complementary subservice
organization controls implemented by the subservice organization including, but not limited to, the following:
Criteria
CC4.1
The entity selects, develops, and performs
ongoing and/or separate evaluations to ascertain
whether the components of internal control are
present and functioning.

Complementary Subservice Organization Controls
The subservice organization Heroku is responsible for
implementing monitoring, evaluating, communicating,
and correcting of network and perimeter security,
performance, and antivirus events within the
infrastructure supporting the system.

CC6.4
The entity restricts physical access to facilities
and protected information assets (for example,
data center facilities, back-up media storage,
and other sensitive locations) to authorized
personnel to meet the entity’s objectives.

The subservice organization Heroku is responsible for
implementing physical security controls to restrict
access to the hosted servers, facilities, and protected
information assets to authorized personnel.

CC6.5
The entity discontinues logical and physical
protections over physical assets only after the
ability to read or recover data and software from
those assets has been diminished and is no
longer required to meet the entity’s objectives.

The subservice organization Heroku is responsible for
wiping, destroying, and disposing of assets that are no
longer required or have reached end of life.

CC6.8
The entity implements controls to prevent or
detect and act upon the introduction of
unauthorized or malicious software to meet the
entity’s objectives.

The subservice organization Heroku is responsible for
deploying patches and hot fixes to the infrastructure
supporting the system.
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Criteria

Complementary Subservice Organization Controls
The subservice organization Heroku is responsible for
monitoring their environment to maintain security and
availability, including having an incident handling
process.

CC7.4
The entity responds to identified security
incidents by executing a defined incident
response program to understand, contain,
remediate, and communicate security incidents,
as appropriate.
CC8.1
The entity authorizes, designs, develops or
acquires, configures, documents, tests,
approves, and implements changes to
infrastructure, data, software, and procedures to
meet its objectives.

The subservice organization Heroku is responsible for
developing and implementing a change control process
that requires formal request, documentation, testing,
approval, and implementation.

A1.2
The entity authorizes, designs, develops or
acquires, implements, operates, approves,
maintains, and monitors environmental
protections, software, data back-up processes,
and recovery infrastructure to meet its
objectives.

The subservice organization Heroku is responsible for
developing, implementing, maintaining, and
monitoring environmental protections for facilities
hosting assets and infrastructure supporting the
system.

A1.3
The entity tests recovery plan procedures
supporting system recovery to meet its
objectives.

The subservice organization Heroku is responsible for
implementing and testing recovery plan procedures to
meet availability objectives.

K. COMPLEMENTARY USER ENTITY CONTROLS
Kolide’s operations were designed with the assumption that certain controls would be placed in operation by
user entities. This section describes the controls that should be in operation at user entities to complement the
controls at Kolide. User auditors should determine whether user entities have established controls to provide
reasonable assurance over the following:
1. User entities are responsible for enforcing strong password parameters, including password minimum
length, password expiration, password complexity, password history, and user account lockout settings.
2. User entities are responsible for maintaining user accounts and access rights for their employees within
the system, including authorization of user access, creation and modification of user access, and
termination of user access.
3. User entities are responsible for periodically reviewing user access to the system to ensure
appropriateness.
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IV. INDEPENDENT SERVICE AUDITOR’S DESCRIPTION OF TESTS OF CONTROLS AND RESULTS
A. INTRODUCTION
This section presents selected information provided by Wolf & Company, P.C. This information includes:
•

A description of tests performed by Wolf & Company, P.C. to determine whether Kolide’s controls were operating with sufficient
effectiveness to meet the applicable trust services criteria; and

•

Results of Wolf & Company, P.C. tests of operating effectiveness.

Also included in this section is information provided by Kolide’s management. This information includes:
•

The applicable trust services criteria as set forth in TSP Section 100, Trust Services Criteria for Security, Availability, Processing
Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria); and

•

Description of controls implemented by Kolide to meet the applicable trust services criteria.

B. APPLICABLE TRUST SERVICES CRITERIA
The applicable trust services criteria in scope and controls to meet the applicable trust services criteria were provided by Kolide’s management.
While this information is provided by Kolide, it is more beneficial to have it reported in section IV (Independent Service Auditor’s Description of
Tests of Controls and Results) to facilitate the report of tests of controls and results of testing which is provided by Wolf & Company, P.C. The
following trust services criteria were in scope.
•

Security Criteria – Information and systems are protected against unauthorized access, unauthorized disclosure of information, and
damage to systems that could compromise the availability, integrity, confidentiality, and privacy of information or systems and affect the
entity’s ability to meet its objectives.

•

Availability Criteria – Information and systems are available for operation and use to meet the entity’s objectives.
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C. TESTING OF OPERATING EFFECTIVENESS
CC1.0 – Common Criteria Related to Control Environment
CC1.1

Criteria
COSO Principle 1: The
entity demonstrates a
commitment to integrity
and ethical values.

Service Organization Controls
Employees are required to acknowledge
the Information Security Policy upon
hire and annually thereafter.

Tests
Inspected the Information Security
Policy to confirm it requires new hires
and employees to acknowledge the
Information Security Policy upon hire
and annually thereafter.

Results
No exceptions
noted.

Inspected the acknowledgements for a
sample of new hires to confirm
employees are required to
acknowledge the Information Security
Policy upon hire.

No exceptions
noted.

Inspected the acknowledgements for a
sample of employees to confirm
employees are required to
acknowledge the Information Security
Policy annually.

No exceptions
noted.

Employees who do not comply with
Company policies and standards are
subject to disciplinary actions.

Inspected the Information Security
Policy and Employee Handbook to
confirm employees who do not comply
with Company policies and standards
will be subject to disciplinary actions.

No exceptions
noted.

Employees are required to acknowledge
a Confidentiality Agreement upon hire.

Inspected the Confidentiality
Agreements for a sample of new hires
to confirm employees are required to
acknowledge a Confidentiality
Agreement upon hire.

No exceptions
noted.
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CC1.2

CC1.3

Criteria
COSO Principle 2: The
board of directors
demonstrates
independence from
management and exercises
oversight of the
development and
performance of internal
control.

Service Organization Controls
The Board of Directors meets at least
annually to discuss product
performance metrics and financial
information to allow for proper
oversight.

Tests
Inspected the Board of Directors
meeting presentation to confirm the
Board of Directors meets at least
annually to discuss product
performance metrics and financial
information to allow for proper
oversight.

Results
No exceptions
noted.

The Board of Directors is comprised of
member of varying backgrounds to
allow for objective evaluation and
decision making.

Inspected the composition of the Board
of Directors to confirm the Board of
Directors is comprised of member of
varying backgrounds to allow for
objective evaluation and decision
making.

No exceptions
noted.

COSO Principle 3:
Management establishes,
with board oversight,
structures, reporting lines,
and appropriate authorities
and responsibilities in the
pursuit of objectives.

The Company maintains an
organizational chart that defines
reporting lines.

Inspected the organizational chart to
confirm the Company maintains an
organizational chart that defines
reporting lines.

No exceptions
noted.

Roles and responsibilities are defined in
written job descriptions.

Inspected the job descriptions for a
sample of roles to confirm roles and
responsibilities are defined in written
job descriptions.

No exceptions
noted.

The Director of Operations and Chief
Executive Officer (CEO) are
responsible for the implementation and
management of the Information
Security Policy.

Inquired with management to confirm
the Director of Operations and Chief
Executive Officer (CEO) are
responsible for the implementation and
management of the Information
Security Policy.

No exceptions
noted.

Inspected the Information Security
No exceptions
Policy to ensure it is reviewed annually noted.
and updated, as necessary.
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CC1.4

Criteria
COSO Principle 4: The
entity demonstrates a
commitment to attract,
develop, and retain
competent individuals in
alignment with objectives.

Service Organization Controls
The qualifications and skills of
candidates are assessed by the hiring
manager as part of the interview
process.

Tests
Inquired with management to confirm
the qualifications and skills of
candidates are assessed by the hiring
manager as part of the interview
process.

Results
No exceptions
noted.

Employees are required to complete a
security awareness training upon hire
and annually thereafter.

Inspected the Information Security
Policy to confirm employees are
required to complete a security
awareness training upon hire and
annually thereafter.

No exceptions
noted.

Inspected the training materials to
ensure security topics are covered
within.

No exceptions
noted.

Inspected the training attendance for a
sample of new hires to confirm
security awareness training was
completed upon hire.

No exceptions
noted.

Inspected the security awareness
training acknowledgements for a
sample of employees to confirm
security awareness training is
completed on annual basis.

No exceptions
noted.

Inspected annual meeting invites and
performance evaluation reviews for a
sample of employees to confirm
performance reviews were not
completed during the audit period.
Therefore, the Service Auditor was
unable to test the effectiveness of the
control during the audit period.

Control did not
operate during the
period.

Performance reviews are completed for
all employees on at least an annual
basis.
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Criteria

CC1.5

COSO Principle 5: The
entity holds individuals
accountable for their
internal control
responsibilities in the
pursuit of objectives.

Service Organization Controls
The hiring process includes background
checks for all candidates. The
comprehensive background check
includes criminal records.

Tests
Inspected the Employee Handbook to
confirm the hiring process includes
background checks for all candidates.

Results
No exceptions
noted.

Inspected the background checks for a
sample of new hires to confirm
background checks are performed for
all candidates and includes criminal
records.

No exceptions
noted.

Employees who do not comply with
Company policies and standards are
subject to disciplinary actions.

Inspected the Information Security
Policy and Employee Handbook to
confirm employees who do not comply
with Company policies and standards
will be subject to disciplinary actions.

No exceptions
noted.

Performance reviews are completed for
all employees on at least an annual
basis.

Inspected annual meeting invites and
performance evaluation reviews for a
sample of employees to confirm
performance reviews were not
completed during the audit period.
Therefore, the Service Auditor was
unable to test the effectiveness of the
control during the audit period.

Control did not
operate during the
period.

Tests
Inspected the Board of Directors
meeting presentation to confirm the
Board of Directors meets at least
annually to discuss product
performance metrics and financial
information to allow for proper
oversight.

Results
No exceptions
noted.

CC2.0 – Common Criteria Related to Communication and Information
CC2.1

Criteria
COSO Principle 13: The
entity obtains or generates
and uses relevant, quality
information to support the
functioning of internal
control.

Service Organization Controls
The Board of Directors meets at least
annually to discuss product
performance metrics and financial
information to allow for proper
oversight.
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CC2.2

Criteria
COSO Principle 14: The
entity internally
communicates
information, including
objectives and
responsibilities for internal
control, necessary to
support the functioning of
internal control.

Service Organization Controls
Internal policies and procedures
detailing security and availability
responsibilities are available to all
employees on the Company’s intranet.

Tests
Inspected the intranet to confirm
internal policies and procedures
detailing security and availability
responsibilities are available to all
employees.

Results
No exceptions
noted.

The Company meets weekly for All
Hands Meetings to discuss business
performance, new customers, and recent
and upcoming changes to the system.

Inspected the SDLC Policy to confirm
the Company meets weekly for All
Hands Meetings to discuss business
performance, new customers, and
recent and upcoming changes to the
system.

No exceptions
noted.

Inspected the All Hands Meeting invite
and agenda for a sample of weeks to
confirm the Company meets weekly to
discuss business performance, new
customers, and recent and upcoming
changes to the system.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the Company meets weekly for
Engineering Meetings to discuss recent
and upcoming changes to the system
and relevant news.

No exceptions
noted.

Inspected the Engineering invite and
agenda for a sample of weeks to
confirm the Company meets weekly to
discuss recent and upcoming changes
to the system and relevant news.

No exceptions
noted.

The Company meets weekly for
Engineering Meetings to discuss recent
and upcoming changes to the system
and relevant news.
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Criteria

Service Organization Controls
Employees are required to complete a
security awareness training upon hire
and annually thereafter.

Tests
Inspected the Information Security
Policy to confirm employees are
required to complete a security
awareness training upon hire and
annually thereafter.

Results
No exceptions
noted.

Inspected the training materials to
ensure security topics are covered
within.

No exceptions
noted.

Inspected the training attendance for a
sample of new hires to confirm
security awareness training was
completed upon hire.

No exceptions
noted.

Inspected the security awareness
training acknowledgements for a
sample of employees to confirm
security awareness training is
completed on annual basis.

No exceptions
noted.

Employees are required to acknowledge
a Confidentiality Agreement upon hire.

Inspected the Confidentiality
Agreements for a sample of new hires
to confirm employees are required to
acknowledge a Confidentiality
Agreement upon hire.

No exceptions
noted.

The Company maintains an
organizational chart that defines
reporting lines.

Inspected the organizational chart to
confirm the Company maintains an
organizational chart that defines
reporting lines.

No exceptions
noted.

The qualifications and skills of
candidates are assessed by the hiring
manager as part of the interview
process.

Inquired with management to confirm
the qualifications and skills of
candidates are assessed by the hiring
manager as part of the interview
process.

No exceptions
noted.
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CC2.3

Criteria
COSO Principle 15: The
entity communicates with
external parties regarding
matters affecting the
functioning of internal
control.

Service Organization Controls
The responsibilities of the Company
and customers are defined in written
agreements.

Tests
Inspected the Company website to
confirm responsibilities of the
Company and customers are defined in
written agreements that new customers
acknowledge upon signup.

Results
No exceptions
noted.

The security and availability
responsibilities of the subservice
providers are defined within a written
agreement.

Inspected the agreement with Heroku
to confirm security and availability
responsibilities are defined.

No exceptions
noted.

The Company’s website includes a
“Contact” page that provides customers
with information on how to contact the
Company. Customer communication is
tracked in the Company’s
communication channel to remediation.

Inspected the Company’s website to
confirm there is a “Contact” page that
provides customers with information
on how to contact the Company.

No exceptions
noted.

Inspected the Company’s
communication channel to confirm
customer communication is tracked in
the Company’s communication
channel to remediation.

No exceptions
noted.

Service Organization Controls
The Risk Assessment Program details
the process for identifying potential
threats and assessing the likelihood and
impact of them.

Tests
Inspected the Risk Assessment
Program to confirm details the process
for identifying potential threats and
assessing the likelihood and impact of
them.

Results
No exceptions
noted.

The Risk Assessment Program defines
criteria for risk mitigation and risk
acceptance.

Inspected the Risk Assessment
Program to confirm criteria for risk
mitigation and risk acceptance is
defined.

No exceptions
noted.

CC3.0 – Common Criteria Related to Risk Assessment
Criteria
CC3.1 COSO Principle 6: The
entity specifies objectives
with sufficient clarity to
enable the identification
and assessment of risks
relating to objectives.
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Criteria

Service Organization Controls
The Vendor Management Policy
defines expectations for identifying and
risk rating all vendor relationships.

Tests
Inspected the Vendor Management
Policy to confirm the policy defines
expectations for identifying and risk
rating all vendor relationships.

Results
No exceptions
noted.

CC3.2 COSO Principle 7: The
entity identifies risks to the
achievement of its
objectives across the entity
and analyzes risks as a
basis for determining how
the risks should be
managed.

The IT Risk Assessment identifies
potential risks to the security and
availability of the system and identifies
likelihood, impact, financial, statutory,
aggregate and mitigating controls for
risks.

Inspected the IT Risk Assessment to
confirm the Company identifies
potential risks to the security and
availability of the system and identifies
likelihood, impact, financial, statutory,
aggregate and mitigating controls for
risks.

No exceptions
noted.

The Vendor Risk Assessment rates the
inherent risk of a vendor based on the
nature access to data, customer impact,
critical service provider and staff.

Inspected the Vendor Risk Assessment
to confirm the assessment rates the
inherent risk of a vendor based on the
nature access to data, customer impact,
critical service provider and staff.

No exceptions
noted.

CC3.3 COSO Principle 8: The
entity considers the
potential for fraud in
assessing risks to the
achievement of objectives.

The IT Risk Assessment considers
fraudulent activities, including the
likelihood and impact.

Inspected the IT Risk Assessment to
confirm the assessment considers
fraudulent activities, including the
likelihood and impact.

No exceptions
noted.

CC3.4 COSO Principle 9: The
entity identifies and
assesses changes that could
significantly impact the
system of internal control.

Management subscribes to threat
intelligence resources to identify and
assess changes in the cybersecurity
environment.

Inspected an example email alert from
a threat intelligence resource to
confirm management subscribes to
threat intelligence resources to identify
and assess changes in the cybersecurity
environment.

No exceptions
noted.

The Vendor Risk Assessment and IT
Risk Assessment are updated and
reviewed on annual basis.

Inquired with management to confirm
the Vendor Risk Assessment and IT
Risk Assessment are reviewed on
annual basis.

No exceptions
noted.
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Criteria

Service Organization Controls

Tests
Inspected an example ticket to confirm
the Vendor Risk Assessment and IT
Risk Assessment are reviewed on
annual basis.

Results
No exceptions
noted.

Policies and procedures are reviewed
and updated as necessary at least
annually.

Inspected a ticket to confirm policies
and procedures are reviewed and
updated as necessary at least annually.

No exceptions
noted.

Tests
Inspected policies to confirm they
detail the process of monitoring
performance and capacity metrics for
the production environment.

Results
No exceptions
noted.

Inspected the configurations of the
solution to confirm it monitors
performance and capacity metrics for
the production environment including
failed requests and memory usage and
alerts are generated to appropriate
personnel when defined performance
metrics are exceeded.

No exceptions
noted.

Inspected an example alert confirm
appropriate personnel are alerted when
defined performance metrics are
exceeded.

No exceptions
noted.

Inquired with management to confirm
the solution is utilized to continuously
evaluate the production environment
for capacity and growth requirements.

No exceptions
noted.

CC4.0 – Common Criteria Related to Monitoring Activities
CC4.1

Criteria
COSO Principle 16: The
entity selects, develops,
and performs ongoing
and/or separate evaluations
to ascertain whether the
components of internal
control are present and
functioning.

Service Organization Controls
The Company has a solution configured
to monitor performance and capacity
metrics for the production environment
including failed requests and memory
usage. An alert is generated to
appropriate personnel when defined
performance metrics are exceeded.

The Company utilizes a solution to
evaluate the production environment on
a continuous basis for capacity and
growth requirements.
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Criteria

Service Organization Controls

Activities performed by administrators
within the corporate environment are
monitored by real time alerts to other
administrators.

An event log management solution is
configured to alert on application and
system security events on the
production environment. An alert is
generated to appropriate personnel for
specified events.
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Tests
Inspected the solution configurations to
confirm continuous evaluations of the
production environment for capacity
and growth requirements are
performed.

Results
No exceptions
noted.

Inspected the configurations of the
No exceptions
solution to confirm activities performed noted.
by administrators within the corporate
environment are monitored by real time
alerts to other administrators.
Inspected an example alert to confirm
activities performed by administrators
within the corporate environment are
monitored by real time alerts to other
administrators.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the policy details the process for event
log management.

No exceptions
noted.

Inspected the configurations of the
solution to confirm it is configured to
alert on application and system security
events on the production environment
and an alert is generated to appropriate
personnel for specified events.

No exceptions
noted.

Inspected an example alert to confirm
real-time alerts are generated and sent
to appropriate personnel for specified
events.

No exceptions
noted.

Criteria

Service Organization Controls
Application stability is monitored in
real-time and alerts are generated to
appropriate personnel when issues are
identified.

Tests
Inspected policies to confirm
application stability is monitored in
real-time and alerts are generated to
appropriate personnel when issues are
identified.

Results
No exceptions
noted.

Inspected the configurations of the
solution to confirm application stability
is monitored in real time and alerts are
generated to appropriate personnel
when issues are identified.

No exceptions
noted.

Inspected an example alert to confirm
the application stability is monitored in
real-time and alerts are generated to
appropriate personnel when issues are
identified.

No exceptions
noted.

Real-time alerts are generated to
employees if malicious software is
detected on a Company workstation. If
not corrected by the employee, the alert
will be escalated to appropriate
personnel.

Inspected the configurations of the
solution to confirm real-time alerts are
generated to employees if malicious
software is detected on a workstation
and if not corrected, will be escalated.

No exceptions
noted.

Inquired with management to confirm
there were no alerts for malicious
software detected during the audit
period. Therefore, the Service Auditor
was unable to test the effectiveness of
the control during the audit period.

Control did not
operate during the
period.

The corporate environment is monitored
in real-time for security vulnerabilities.
Employees are notified of such issues
and if not corrected, the alert will be
escalated to appropriate personnel.

Inspected the Kolide Platform
configurations to confirm the corporate
environment is monitored in real-time
for security vulnerabilities and
employees are notified of such issues.

No exceptions
noted.
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Criteria

Service Organization Controls

The Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.

The Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis. All results are reviewed by
management.
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Tests
Inspected the Kolide Platform
configuration to confirm employees are
notified of security vulnerabilities and
if not corrected, the alert will be
escalated to appropriate personal.

Results
No exceptions
noted.

Inspected the dashboard to confirm
employees are notified of security
vulnerabilities.

No exceptions
noted.

Inspected an example alert to confirm
alerts will be escalated to appropriate
personal if not corrected.

No exceptions
noted.

Inspected the program configurations
to confirm the Company has an active
bug bounty program, which allow for
responsible disclosure of security
threats to the platform by external
entities.

No exceptions
noted.

Inspected an alert to confirm the
Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.

No exceptions
noted.

Inspected the testing report to confirm
the Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis.

No exceptions
noted.

Inquired with management to confirm
all results of the annual penetration
testing are reviewed by management.

No exceptions
noted.

Criteria

CC4.2

COSO Principle 17: The
entity evaluates and
communicates internal
control deficiencies in a
timely manner to those
parties responsible for
taking corrective action,
including senior
management and the board
of directors, as
appropriate.

Service Organization Controls
User access for the technologies
supporting the system is reviewed for
appropriateness on an annual basis.

Tests
Inspected the system access reviews for
all technologies supporting systems to
confirm user access reviews are
performed on annual basis.

Results
No exceptions
noted.

Controls relating to the implementation,
monitoring, evaluating, communicating,
and correcting of network and perimeter
security, performance, and antivirus
events within the infrastructure
supporting the system are the
responsibility of the subservice
organization, Heroku. See
the Complementary Subservice
Organization Controls above for
additional details.

N/A

N/A

The Company has a solution configured
to monitor performance and capacity
metrics for the production environment
including failed requests and memory
usage. An alert is generated to
appropriate personnel when defined
performance metrics are exceeded.

Inspected policies to confirm they
detail the process of monitoring
performance and capacity metrics for
the production environment.

No exceptions
noted.

Inspected the configurations of the
solution to confirm it monitors
performance and capacity metrics for
the production environment including
failed requests and memory usage and
alerts are generated to appropriate
personnel when defined performance
metrics are exceeded.

No exceptions
noted.

Inspected an example alert confirm
appropriate personnel are alerted when
defined performance metrics are
exceeded.

No exceptions
noted.
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Criteria

Service Organization Controls
The Company utilizes a solution to
evaluate the production environment on
a continuous basis for capacity and
growth requirements.

Activities performed by administrators
within the corporate environment are
monitored by real time alerts to other
administrators.

An event log management solution is
configured to alert on application and
system security events on the
production environment. An alert is
generated to appropriate personnel for
specified events.
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Tests
Inquired with management to confirm
the solution is utilized to continuously
evaluate the production environment
for capacity and growth requirements.

Results
No exceptions
noted.

Inspected the solution configurations to
confirm continuous evaluations of the
production environment for capacity
and growth requirements are
performed.

No exceptions
noted.

Inspected the configurations of the
No exceptions
solution to confirm activities performed noted.
by administrators within the corporate
environment are monitored by real time
alerts to other administrators.
Inspected an example alert to confirm
activities performed by administrators
within the corporate environment are
monitored by real time alerts to other
administrators.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the policy details the process for event
log management.

No exceptions
noted.

Inspected the configurations of the
solution to confirm it is configured to
alert on application and system security
events on the production environment
and an alert is generated to appropriate
personnel for specified events.

No exceptions
noted.

Criteria

Service Organization Controls

Application stability is monitored in
real-time and alerts are generated to
appropriate personnel when issues are
identified.

Real-time alerts are generated to
employees if malicious software is
detected on a Company workstation. If
not corrected by the employee, the alert
will be escalated to appropriate
personnel.
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Tests
Inspected an example alert to confirm
real-time alerts are generated and sent
to appropriate personnel for specified
events.

Results
No exceptions
noted.

Inspected policies to confirm
application stability is monitored in
real-time and alerts are generated to
appropriate personnel when issues are
identified

No exceptions
noted.

Inspected the configurations of the
solution to confirm application stability
is monitored in real time and alerts are
generated to appropriate personnel
when issues are identified.

No exceptions
noted.

Inspected an example alert to confirm
the application stability is monitored in
real-time and alerts are generated to
appropriate personnel when issues are
identified.

No exceptions
noted.

Inspected the configurations of the
solution to confirm real-time alerts are
generated to employees if malicious
software is detected on a workstation
and if not corrected, will be escalated.

No exceptions
noted.

Inquired with management to confirm
there were no alerts for malicious
software detected during the audit
period. Therefore, the Service Auditor
was unable to test the effectiveness of
the control during the audit period.

Control did not
operate during the
period.

Criteria

Service Organization Controls
The corporate environment is monitored
in real-time for security vulnerabilities.
Employees are notified of such issues
and if not corrected, the alert will be
escalated to appropriate personnel.

The Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.
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Tests
Inspected the Kolide Platform
configurations to confirm the corporate
environment is monitored in real-time
for security vulnerabilities and
employees are notified of such issues.

Results
No exceptions
noted.

Inspected the Kolide Platform
configuration to confirm employees are
notified of security vulnerabilities and
if not corrected, the alert will be
escalated to appropriate personal.

No exceptions
noted.

Inspected the dashboard to confirm
employees are notified of security
vulnerabilities.

No exceptions
noted.

Inspected an example alert to confirm
alerts will be escalated to appropriate
personal if not corrected.

No exceptions
noted.

Inspected the program configurations
to confirm the Company has an active
bug bounty program, which allow for
responsible disclosure of security
threats to the platform by external
entities.

No exceptions
noted.

Inspected an alert to confirm the
Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.

No exceptions
noted.

Criteria

Service Organization Controls
The Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis. All results are reviewed by
management.

The Company meets weekly for All
Hands Meetings to discuss business
performance, new customers, and recent
and upcoming changes to the system.

The Company meets weekly for
Engineering Meetings to discuss recent
and upcoming changes to the system
and relevant news.
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Tests
Inspected the testing report to confirm
the Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis.

Results
No exceptions
noted.

Inquired with management to confirm
all results of the annual penetration
testing are reviewed by management.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the Company meets weekly for All
Hands Meetings to discuss business
performance, new customers, and
recent and upcoming changes to the
system.

No exceptions
noted.

Inspected the All Hands Meeting invite
and agenda for a sample of weeks to
confirm the Company meets weekly to
discuss business performance, new
customers, and recent and upcoming
changes to the system.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the Company meets weekly for
Engineering Meetings to discuss recent
and upcoming changes to the system
and relevant news.

No exceptions
noted.

Inspected the Engineering invite and
agenda for a sample of weeks to
confirm the Company meets weekly to
discuss recent and upcoming changes
to the system and relevant news.

No exceptions
noted.

CC5.0 – Common Criteria Related to Control Activities
CC5.1

CC5.2

Criteria
COSO Principle 10: The
entity selects and develops
control activities that
contribute to the
mitigation of risks to the
achievement of objectives
to acceptable levels.

Service Organization Controls
The IT Risk Assessment details
appropriate controls to lessen the
likelihood and/or impact of identified
risks.

Tests
Inspected the IT Risk Assessment to
confirm it details appropriate controls
to lessen the likelihood and/or impact
of identified risks.

COSO Principle 11: The
entity also selects and
develops general control
activities over technology
to support the achievement
of objectives.

Activities performed by administrators
within the corporate environment are
monitored by real time alerts to other
administrators.

Inspected the configurations of the
No exceptions
solution to confirm activities performed noted.
by administrators within the corporate
environment are monitored by real time
alerts to other administrators.

An event log management solution is
configured to alert on application and
system security events on the
production environment. An alert is
generated to appropriate personnel for
specified events.
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Results
No exceptions
noted.

Inspected an example alert to confirm
activities performed by administrators
within the corporate environment are
monitored by real time alerts to other
administrators.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the policy details the process for event
log management.

No exceptions
noted.

Inspected the configurations of the
solution to confirm it is configured to
alert on application and system security
events on the production environment
and an alert is generated to appropriate
personnel for specified events.

No exceptions
noted.

Inspected an example alert to confirm
real-time alerts are generated and sent
to appropriate personnel for specified
events.

No exceptions
noted.

Criteria

Service Organization Controls
The corporate environment is monitored
in real-time for security vulnerabilities.
Employees are notified of such issues
and if not corrected, the alert will be
escalated to appropriate personnel.

The Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.
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Tests
Inspected the Kolide Platform
configurations to confirm the corporate
environment is monitored in real-time
for security vulnerabilities and
employees are notified of such issues.

Results
No exceptions
noted.

Inspected the Kolide Platform
configuration to confirm employees are
notified of security vulnerabilities and
if not corrected, the alert will be
escalated to appropriate personal.

No exceptions
noted.

Inspected the dashboard to confirm
employees are notified of security
vulnerabilities.

No exceptions
noted.

Inspected an example alert to confirm
alerts will be escalated to appropriate
personal if not corrected.

No exceptions
noted.

Inspected the program configurations
to confirm the Company has an active
bug bounty program, which allow for
responsible disclosure of security
threats to the platform by external
entities.

No exceptions
noted.

Inspected an alert to confirm the
Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.

No exceptions
noted.

Criteria

CC5.3

COSO Principle 12: The
entity deploys control
activities through policies
that establish what is
expected and in
procedures that put
policies into action.

Service Organization Controls
The Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis. All results are reviewed by
management.

Tests
Inspected the testing report to confirm
the Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis.

Results
No exceptions
noted.

Inquired with management to confirm
all results of the annual penetration
testing are reviewed by management.

No exceptions
noted.

The Company has documented policies
and procedures for the system that
detail implemented controls to maintain
security and availability.

Inspected the Information Security
Policy to confirm the company has
documented policies and procedures
for the system that detail implemented
controls to maintain security and
availability.

No exceptions
noted.

Employees are required to acknowledge
the Information Security Policy upon
hire and annually thereafter.

Inspected the Information Security
Policy to confirm it requires new hires
and employees to acknowledge the
Information Security Policy upon hire
and annually thereafter.

No exceptions
noted.

Inspected the acknowledgements for a
sample of new hires to confirm
employees are required to acknowledge
the Information Security Policy upon
hire.

No exceptions
noted.

Inspected the acknowledgements for a
sample of employees to confirm
employees are required to acknowledge
the Information Security Policy
annually.

No exceptions
noted.
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Criteria

Service Organization Controls
Policies and procedures are reviewed
and updated as necessary at least
annually.

Tests
Inspected a ticket to confirm policies
and procedures are reviewed and
updated as necessary at least annually.

Results
No exceptions
noted.

Service Organization Controls
Logical access to the technologies
supporting the system is restricted to
appropriate individuals who need access
to perform their job functions.

Tests
Inspected the user listing for the
technologies supporting the system and
determined access restricted to
appropriate individuals who need
access to perform their job functions.

Results
No exceptions
noted.

Administrative access to the
technologies supporting the system is
restricted to appropriate personnel who
require access to manage and oversee
the system.

Inspected the user lists for the
technologies supporting the system and
determined administrative access is
restricted to appropriate personnel who
require access to manage and oversee
the system.

No exceptions
noted.

The ability to “impersonate” user
entities within the customer instances is
restricted to personnel who require
access to perform their job functions.

Inspected the user listing for StaffTools
to confirm the ability to “impersonate”
user entities within the customer
instances is restricted to personnel who
require access to perform their job
functions.

No exceptions
noted.

When possible, single sign-on
functionality is utilized for accessing
the technologies supporting the system.
Multi-factor authentication (MFA) is
utilized by employees to access the SSO
platform and technologies not accessed
through the SSO platform.

Inspected the configurations for the
technologies supporting the system to
confirm single sign-on functionality is
utilized for accessing Kolide, Google
Cloud, and Intercom.

No exceptions
noted.

CC6.0 – Common Criteria Related to Logical and Physical Access Controls
CC6.1

Criteria
The entity implements
logical access security
software, infrastructure,
and architectures over
protected information
assets to protect them from
security events to meet the
entity’s objectives.
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Criteria

Service Organization Controls

Tests
Inspected the configurations for
Heroku, BugSnag, and G-Suite to
confirm multifactor authentication is
utilized for employees to access the
SSO platform and technologies not
accessed through SSO platform.

Results
No exceptions
noted.

Employees are required to utilize
password management systems for
ensuring the security of their credentials
to technologies supporting the system.

Inspected the user listing for the
password management system
1Password Listing to confirm
Employees are required to utilize
password management systems for
ensuring the security of their
credentials to technologies supporting
the system.

No exceptions
noted.

User entities access the system via a
webpage that requires a username and
password for authentication. The
Company monitors the credentials
utilized by user entities accessing the
system to ensure complex passwords
are utilized and the passwords have not
been previously compromised.

Inspected the system login page to
confirm user entities accessing the
system via a webpage are required to
enter a username and password for
authentication.

No exceptions
noted.

The Company maintains an asset
inventory of the production
environment. The Company reviews the
asset inventory of the production
environment on a periodic basis.

Inspected the asset inventory listing to
confirm the Company maintains an
asset inventory of the production
environment.
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Inspected the code and password
No exceptions
configurations for the Kolide Platform
noted.
to confirm the Company monitors the
credentials utilized by user entities
accessing the system to ensure complex
passwords are utilized and the
passwords have not been previously
compromised.
No exceptions
noted.

Criteria

CC6.2

Prior to issuing system
credentials and granting
system access, the entity
registers and authorizes
new internal and external
users whose access is
administered by the entity.
For those users whose
access is administered by
the entity, user system
credentials are removed
when user access is no
longer authorized.

Service Organization Controls

Tests
Inspected the review for the asset
inventory to confirm the Company
reviews the asset inventory of the
production environment on a periodic
basis.

Results
No exceptions
noted.

Written authorization must be submitted
by a manager or Human Resources to
request the addition or removal of
employee access to Company systems.

Inspected the Kolide Employee
Lifecycle Policy to confirm written
authorization must be submitted by a
manager or Human Resources to
request the addition or removal of
employee access to Company systems.

No exceptions
noted.

Inquired with management to confirm
there were no terminations during the
audit period. Therefore, the Service
Auditor was unable to test the
effectiveness of the control during the
audit period.

Control did not
operate during the
period.

Inspected checklist for a sample of new
hires to confirm written authorization
must be submitted by a manager or
Human Resources to request the
addition of employee access to
Company systems.

No exceptions
noted.

Inspected the system access reviews for
all technologies supporting systems to
confirm user access reviews are
performed on annual basis.

No exceptions
noted.

User access for the technologies
supporting the system is reviewed for
appropriateness on an annual basis.
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CC6.3

CC6.4

Criteria
The entity authorizes,
modifies, or removes
access to data, software,
functions, and other
protected information
assets based on roles,
responsibilities, or the
system design and
changes, giving
consideration to the
concepts of least privilege
and segregation of duties,
to meet the entity’s
objectives.

The entity restricts
physical access to facilities
and protected information
assets (for example, data
center facilities, back-up
media storage, and other
sensitive locations) to
authorized personnel to
meet the entity’s
objectives.

Service Organization Controls
Written authorization must be submitted
by a manager or Human Resources to
request the addition or removal of
employee access to Company systems.

Tests
Inspected the Kolide Employee
Lifecycle Policy to confirm written
authorization must be submitted by a
manager or Human Resources to
request the addition or removal of
employee access to Company systems.

Results
No exceptions
noted.

Inquired with management to confirm
there were no terminations during the
audit period. Therefore, the Service
Auditor was unable to test the
effectiveness of the control during the
audit period.

Control did not
operate during the
period.

Inspected checklist for a sample of new
hires to confirm written authorization
must be submitted by a manager or
Human Resources to request the
addition of employee access to
Company systems.

No exceptions
noted.

User access for the technologies
supporting the system is reviewed for
appropriateness on an annual basis.

Inspected the system access reviews for
all technologies supporting systems to
confirm user access reviews are
performed on annual basis.

No exceptions
noted.

Controls relating to implementing
physical security controls to restrict
access to the data centers and protected
information assets to authorized
personnel are the responsibility of the
subservice organization, Heroku. See
the Complementary Subservice
Organization Controls above for
additional details.

N/A

N/A
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CC6.5

Criteria
The entity discontinues
logical and physical
protections over physical
assets only after the ability
to read or recover data and
software from those assets
has been diminished and is
no longer required to meet
the entity’s objectives.

Service Organization Controls
The Company has a process to dispose
of equipment when the equipment is no
longer in use.

Tests
Inspected an example laptop dashboard
to confirm the Company has a process
to dispose of equipment when the
equipment is no longer in use.

Results
No exceptions
noted.

Inquired with management to confirm
Control did not
there were no disposals during the audit operate during the
period. Therefore, the Service Auditor
period.
was unable to test the effectiveness of
the control during the audit period.
Mobile device management tools are
installed on all Company laptops and
mobile devices accessing Company
information. The tools allow
management the ability to remote wipe
the asset at any time.
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Inspected the mobile device tool
management dashboard for a sample of
laptops to confirm the tools are
installed on all Company laptops
accessing Company information.

No exceptions
noted.

Inspected the user listing for the mobile
device management tool to confirm a
sample of employees have the mobile
device management tools installed on
all Company mobile devices accessing
Company information.

No exceptions
noted.

Inspected the mobile device
management tool configurations to
confirm the tools allow management
the ability to remote wipe the laptops at
any time.

No exceptions
noted.

Criteria

CC6.6

The entity implements
logical access security
measures to protect against
threats from sources
outside its system
boundaries.

Service Organization Controls
Controls relating to the data wiping,
destroying, and disposing of assets in
the data centers that are no longer
required or have reached end of life are
the responsibility of the subservice
organization, Heroku. See the
Complementary Subservice
Organization Controls above for
additional details.

N/A

Tests

N/A

Results

An email filtering solution has been
configured to monitor/block malicious
and spam emails.

Inspected the email configurations to
confirm an email filtering solution has
been configured to monitor/block
malicious and spam emails.

No exceptions
noted.

Real-time alerts are generated to
employees if malicious software is
detected on a Company workstation. If
not corrected by the employee, the alert
will be escalated to appropriate
personnel.

Inspected the configurations of the
solution to confirm real-time alerts are
generated to employees if malicious
software is detected on a workstation
and if not corrected, will be escalated.

No exceptions
noted.

Inquired with management to confirm
there were no alerts for malicious
software detected during the audit
period. Therefore, the Service Auditor
was unable to test the effectiveness of
the control during the audit period.

Control did not
operate during the
period.

The corporate environment is monitored
in real-time for security vulnerabilities.
Employees are notified of such issues
and if not corrected, the alert will be
escalated to appropriate personnel.

Inspected the Kolide Platform
configurations to confirm the corporate
environment is monitored in real-time
for security vulnerabilities and
employees are notified of such issues.

No exceptions
noted.
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Criteria

Service Organization Controls

The Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.

The Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis. All results are reviewed by
management.
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Tests
Inspected the Kolide Platform
configuration to confirm employees are
notified of security vulnerabilities and
if not corrected, the alert will be
escalated to appropriate personal.

Results
No exceptions
noted.

Inspected the dashboard to confirm
employees are notified of security
vulnerabilities.

No exceptions
noted.

Inspected an example alert to confirm
alerts will be escalated to appropriate
personal if not corrected.

No exceptions
noted.

Inspected the program configurations
to confirm the Company has an active
bug bounty program, which allow for
responsible disclosure of security
threats to the platform by external
entities.

No exceptions
noted.

Inspected an alert to confirm the
Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.

No exceptions
noted.

Inspected the testing report to confirm
the Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis.

No exceptions
noted.

Inquired with management to confirm
all results of the annual penetration
testing are reviewed by management.

No exceptions
noted.

Criteria

Service Organization Controls
When possible, single sign-on
functionality is utilized for accessing
the technologies supporting the system.
Multi-factor authentication (MFA) is
utilized by employees to access the SSO
platform and technologies not accessed
through the SSO platform.

Tests
Inspected the configurations for the
technologies supporting the system to
confirm single sign-on functionality is
utilized for accessing Kolide, Google
Cloud, and Intercom.

Results
No exceptions
noted.

Inspected the configurations for
Heroku, BugSnag, and G-Suite to
confirm multifactor authentication is
utilized for employees to access the
SSO platform and technologies not
accessed through SSO platform.

No exceptions
noted.

Mobile device management tools are
installed on all Company laptops and
mobile devices accessing Company
information. The tools allow
management the ability to remote wipe
the asset at any time.

Inspected the mobile device tool
management dashboard for a sample of
laptops to confirm the tools are
installed on all Company laptops
accessing Company information.

No exceptions
noted.

Inspected the user listing for the mobile
device management tool to confirm a
sample of employees have the mobile
device management tools installed on
all Company mobile devices accessing
Company information.

No exceptions
noted.

Inspected the mobile device
management tool configurations to
confirm the tools allow management
the ability to remote wipe the laptops at
any time.

No exceptions
noted.
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CC6.7

Criteria
The entity restricts the
transmission, movement,
and removal of
information to authorized
internal and external users
and processes, and protects
it during transmission,
movement, or removal to
meet the entity’s
objectives.

Service Organization Controls
Company-issued laptops are encrypted.

Tests
Inspected the configurations for a
sample of laptops to confirm
Company-issued laptops are encrypted.

Results
No exceptions
noted.

Communication of sensitive
information with user entities is done
through the system. The communication
can be enabled to only allow applicable
individuals to view it.

Observed the Kolide platform to
confirm communication of sensitive
information with user entities is done
through the system.

No exceptions
noted.

Inquired with management to confirm
the communication can be enabled to
only allow applicable individual to
view it.

No exceptions
noted.

Encryption is utilized to protect the
connections to web-based technologies
supporting the system.

Inspected the web certificate to confirm
encryption is utilized to protect the
connections to web-based technologies
supporting the system.

No exceptions
noted.

Backups of production data are
encrypted at rest.

Inspected the backup configurations to
confirm backups of production data are
encrypted at rest.

No exceptions
noted.

Mobile device management tools are
installed on all Company laptops and
mobile devices accessing Company
information. The tools allow
management the ability to remote wipe
the asset at any time.

Inspected the mobile device tool
management dashboard for a sample of
laptops to confirm the tools are
installed on all Company laptops
accessing Company information.

No exceptions
noted.

Inspected the user listing for the mobile
device management tool to confirm a
sample of employees have the mobile
device management tools installed on
all Company mobile devices accessing
Company information.

No exceptions
noted.
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Criteria

CC6.8

The entity implements
controls to prevent or
detect and act upon the
introduction of
unauthorized or malicious
software to meet the
entity’s objectives.

Service Organization Controls

Company-issues laptops are patched
when needed as Apple updates are
released. The system continuously
monitors laptops for missing patches
and vulnerabilities and alerts employees
of issues. If not corrected by the
employee, the alert will be escalated to
appropriate personnel.

Real-time alerts are generated to
employees if malicious software is
detected on a Company workstation. If
not corrected by the employee, the alert
will be escalated to appropriate
personnel.
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Tests
Inspected the mobile device
management tool configurations to
confirm the tools allow management
the ability to remote wipe the laptops at
any time.

Results
No exceptions
noted.

Inspected the Kolide platform
dashboard for a sample of laptops to
confirm the Company-issues laptops
are patched when needed as Apple
updates are released.

No exceptions
noted.

Inspected the Kolide platform
configurations to confirm the system
continuously monitors laptops for
missing patches and vulnerabilities and
alerts employees of issues and if not
corrected by the employee, the alert
will be escalated to appropriate
personnel.

No exceptions
noted.

Inspected an example alert to confirm
the system continuously monitors
laptops for missing patches and
vulnerabilities and alerts employees of
issues and if not corrected by the
employee, the alert will be escalated to
appropriate personnel.

No exceptions
noted.

Inspected the configurations of the
solution to confirm real-time alerts are
generated to employees if malicious
software is detected on a workstation
and if not corrected, will be escalated.

No exceptions
noted.

Criteria

Service Organization Controls

Tests
Inquired with management to confirm
there were no alerts for malicious
software detected during the audit
period. Therefore, the Service Auditor
was unable to test the effectiveness of
the control during the audit period.

Results
Control did not
operate during the
period.

N/A

N/A

Service Organization Controls
All Company-issued laptops are
enrolled in the Apple Device
Enrollment Program, which allows the
Company to automate MDM enrollment
and simplify initial device setup.

Tests
Inspected the Apple Device Enrollment
Program to confirm Company can
automate MDM enrollment and
simplify initial device setup.

Results
No exceptions
noted.

Inspected MDM enrollment for a
sample of employees’ devices to
confirm all Company-issued laptops
are enrolled in the Apple Device
Enrollment Program.

No exceptions
noted.

Activities performed by administrators
within the corporate environment are
monitored by real time alerts to other
administrators.

Inspected the configurations of the
No exceptions
solution to confirm activities performed noted.
by administrators within the corporate
environment are monitored by real time
alerts to other administrators.

Controls relating to the deploying
patches and hot fixes to the
infrastructure supporting the system are
the responsibility of the subservice
organization, Heroku. See the
Complementary Subservice
Organization Controls above for
additional details.
CC7.0 – Common Criteria Related to System Operations
CC7.1

Criteria
To meet its objectives, the
entity uses detection and
monitoring procedures to
identify (1) changes to
configurations that result
in the introduction of new
vulnerabilities, and (2)
susceptibilities to newly
discovered vulnerabilities.
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Criteria

Service Organization Controls

An event log management solution is
configured to alert on application and
system security events on the
production environment. An alert is
generated to appropriate personnel for
specified events.

Application stability is monitored in
real-time and alerts are generated to
appropriate personnel when issues are
identified.
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Tests
Inspected an example alert to confirm
activities performed by administrators
within the corporate environment are
monitored by real time alerts to other
administrators.

Results
No exceptions
noted.

Inspected the SDLC Policy to confirm
the policy details the process for event
log management.

No exceptions
noted.

Inspected the configurations of the
solution to confirm it is configured to
alert on application and system security
events on the production environment
and an alert is generated to appropriate
personnel for specified events.

No exceptions
noted.

Inspected an example alert to confirm
real-time alerts are generated and sent
to appropriate personnel for specified
events.

No exceptions
noted.

Inspected policies to confirm
application stability is monitored in
real-time and alerts are generated to
appropriate personnel when issues are
identified.

No exceptions
noted.

Inspected the configurations of the
solution to confirm application stability
is monitored in real time and alerts are
generated to appropriate personnel
when issues are identified.

No exceptions
noted.

Criteria

Service Organization Controls

Tests
Inspected an example alert to confirm
the application stability is monitored in
real-time and alerts are generated to
appropriate personnel when issues are
identified.

Results
No exceptions
noted.

The corporate environment is monitored
in real-time for security vulnerabilities.
Employees are notified of such issues
and if not corrected, the alert will be
escalated to appropriate personnel.

Inspected the Kolide Platform
configurations to confirm the corporate
environment is monitored in real-time
for security vulnerabilities and
employees are notified of such issues.

No exceptions
noted.

Inspected the Kolide Platform
configuration to confirm employees are
notified of security vulnerabilities and
if not corrected, the alert will be
escalated to appropriate personal.

No exceptions
noted.

Inspected the dashboard to confirm
employees are notified of security
vulnerabilities.

No exceptions
noted.

Inspected an example alert to confirm
alerts will be escalated to appropriate
personal if not corrected.

No exceptions
noted.

Inspected the program configurations
to confirm the Company has an active
bug bounty program, which allow for
responsible disclosure of security
threats to the platform by external
entities.

No exceptions
noted.

The Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.
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Criteria

CC7.2

The entity monitors
system components and
the operation of those
components for anomalies
that are indicative of
malicious acts, natural
disasters, and errors
affecting the entity’s
ability to meet its
objectives; anomalies are
analyzed to determine
whether they represent
security events.

Service Organization Controls

Tests
Inspected an alert to confirm the
Company has an active bug bounty
program, which allow for responsible
disclosure of security threats to the
platform by external entities.

Results
No exceptions
noted.

The Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis. All results are reviewed by
management.

Inspected the testing report to confirm
the Company contracts a third-party to
perform penetration testing against the
production environment on an annual
basis.

No exceptions
noted.

Inquired with management to confirm
all results of the annual penetration
testing are reviewed by management.

No exceptions
noted.

Inspected policies to confirm they
detail the process of monitoring
performance and capacity metrics for
the production environment.

No exceptions
noted.

Inspected the configurations of the
solution to confirm it monitors
performance and capacity metrics for
the production environment including
failed requests and memory usage and
alerts are generated to appropriate
personnel when defined performance
metrics are exceeded.

No exceptions
noted.

Inspected an example alert confirm
appropriate personnel are alerted when
defined performance metrics are
exceeded.

No exceptions
noted.

The Company has a solution configured
to monitor performance and capacity
metrics for the production environment
including failed requests and memory
usage. An alert is generated to
appropriate personnel when defined
performance metrics are exceeded.
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Criteria

Service Organization Controls
The Company utilizes a solution to
evaluate the production environment on
a continuous basis for capacity and
growth requirements.

Tests
Inquired with management to confirm
the solution is utilized to continuously
evaluate the production environment
for capacity and growth requirements.

Results
No exceptions
noted.

Inspected the solution configurations to
confirm continuous evaluations of the
production environment for capacity
and growth requirements are
performed.

No exceptions
noted.

Inspected the configurations of the
solution to confirm real-time alerts are
generated to employees if malicious
software is detected on a workstation
and if not corrected, will be escalated.

No exceptions
noted.

Inquired with management to confirm
there were no alerts for malicious
software detected during the audit
period. Therefore, the Service Auditor
was unable to test the effectiveness of
the control during the audit period.

Control did not
operate during the
period.

The Company has an Incident Response
Plan that details procedures for the
identification, assessment containment,
communication, and recovery from
security incidents.

Inspected the Incident Response Plan
to confirm the plan details procedures
for the identification, assessment,
containment, communication, and
recovery from security events.

No exceptions
noted.

The Company has a detailed process for
employees to communicate potential
incidents to designated personnel.

Inspected the Incident Response Plan
to confirm the plan documents a
detailed process for employees to
communicate potential incidents to
designated personnel.

No exceptions
noted.

Real-time alerts are generated to
employees if malicious software is
detected on a Company workstation. If
not corrected by the employee, the alert
will be escalated to appropriate
personnel.

CC7.3

The entity evaluates
security events to
determine whether they
could or have resulted in a
failure of the entity to
meet its objectives
(security incidents) and, if
so, takes actions to prevent
or address such failures.
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Criteria

CC7.4

The entity responds to
identified security
incidents by executing a
defined incident response
program to understand,
contain, remediate, and
communicate security
incidents, as appropriate.

Service Organization Controls
All incidents are tracked in an incident
log.

Tests
Inquired with management to confirm
all incidents are tracked in an incident
log.

Results
No exceptions
noted.

Inquired with management to confirm
there were no incident during the audit
period. Therefore, the Service Auditor
was unable to test the effectiveness of
the control during the audit period.

Control did not
operate during the
period.

The Company has an Incident Response
Plan that details procedures for the
identification, assessment containment,
communication, and recovery from
security incidents.

Inspected the Incident Response Plan
to confirm the plan details procedures
for the identification, assessment,
containment, communication, and
recovery from security events.

No exceptions
noted.

The Company has a detailed process for
employees to communicate potential
incidents to designated personnel.

Inspected the Incident Response Plan
to confirm the plan documents a
detailed process for employees to
communicate potential incidents to
designated personnel.

No exceptions
noted.

The Company has an Incident Response
Plan that details procedures for
communicating incidents to external
parties, as necessary.

Inspected the Response Plan to confirm
the plan documents a detailed process
for communicating incidents to
external parties, as necessary.

No exceptions
noted.
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Criteria

CC7.5

The entity identifies,
develops, and implements
activities to recover from
identified security
incidents.

Service Organization Controls
Controls relating to the monitoring the
infrastructure and having an incident
handling process are the responsibility
of the subservice organization, Heroku.
See the Complementary Subservice
Organization Controls above for
additional details.

N/A

Tests

N/A

Results

The Company has an Incident Response
Plan that details procedures for the
identification, assessment containment,
communication, and recovery from
security incidents.

Inspected the Incident Response Plan
to confirm the plan details procedures
for the identification, assessment,
containment, communication, and
recovery from security events.

No exceptions
noted.

The Company performs incident
response testing on an annual basis.

Inspected the test results to confirm
incident response testing is performed
on annual basis.

No exceptions
noted.

The production environment data is
backed up daily and retained for seven
(7) days, weekly backups are retained
for eight (8) weeks, and monthly
backups are retained for twelve (12)
months.

Inspected the Backup Retention Policy
to confirm production environment
data is backed up daily and retained for
seven (7) days, weekly backups are
retained for eight (8) weeks, and
monthly backups are retained for
twelve (12) months.

No exceptions
noted.

The production environment is
configured for high availability via
replication through different Heroku
data centers.

Inspected the Heroku backup
configurations to confirm the
production environment is configured
for high availability via replication
through different Heroku data centers.

No exceptions
noted.

Backup restore testing is performed on
Inspected a ticket to confirm backup
an annual basis to ensure the integrity of restore testing are performed on an
the backups.
annual basis.
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No exceptions
noted.

Criteria

Service Organization Controls
Backups of production data are
encrypted at rest.

Tests
Inspected the backup configurations to
confirm backups of production data are
encrypted at rest.

Results
No exceptions
noted.

Service Organization Controls
The product development process is
based on the agile methodology and
addresses business requirements,
design, testing, acceptance, and
implementation.

Tests
Inspected the SDLC Policy to confirm
the product development process is
based on the agile methodology and
addresses business requirements,
design, testing, acceptance, and
implementation.

Results
No exceptions
noted.

Business requirements and design
specifications are documented for
product developments.

Inspected the SDLC Policy to confirm
business requirements and design
specifications are documented for
product developments.

No exceptions
noted.

Inspected a sample of development
tickets to confirm business
requirements and design specifications
are documented for product
developments.

No exceptions
noted.

Inspected the SDLC Policy to confirm
development code undergoes peer
reviews prior to deployment into the
production environment.

No exceptions
noted.

Inspected a sample of development
tickets to confirm development code
undergoes peer reviews prior to
deployment into the production
environment.

No exceptions
noted.

CC8.0 – Common Criteria Related to Change Management
CC8.1

Criteria
The entity authorizes,
designs, develops or
acquires, configures,
documents, tests,
approves, and implements
changes to infrastructure,
data, software, and
procedures to meet its
objectives.

Development code undergoes peer
reviews prior to deployment into the
production environment.
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Criteria

Service Organization Controls
Product developments are tested and
approved prior to deployment into the
production environment.

Emergency changes to the production
environment follow the SDLC process
at an accelerated timeline.

The Company meets weekly for All
Hands Meetings to discuss business
performance, new customers, and recent
and upcoming changes to the system.
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Tests
Inspected the SDLC Policy to confirm
product developments are tested and
approved prior to deployment into the
production environment.

Results
No exceptions
noted.

Inspected a sample of development
tickets to confirm product
developments are tested and approved
prior to deployment into the production
environment.

No exceptions
noted.

Inspected the SDLC Policy to confirm
emergency changes to the production
environment follow the SDLC process
at an accelerated timeline.

No exceptions
noted.

Inspected a sample of product
developments to confirm emergency
changes to the production environment
follow the SDLC process at an
accelerated timeline.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the Company meets weekly for All
Hands Meetings to discuss business
performance, new customers, and
recent and upcoming changes to the
system.

No exceptions
noted.

Inspected the All Hands Meeting invite
and agenda for a sample of weeks to
confirm the Company meets weekly to
discuss business performance, new
customers, and recent and upcoming
changes to the system.

No exceptions
noted.

Criteria

Service Organization Controls
The Company meets weekly for
Engineering Meetings to discuss recent
and upcoming changes to the system
and relevant news.

The Company notifies customers of
changes to the system that impact
customers prior to the implementation
of the change.

Controls related to developing and
implementing a change control process
for its cloud infrastructure that requires
formal request, documentation, testing,
approval, and implementation are the
responsibility of the subservice
organization, Heroku. See the
Complementary Subservice
Organization Controls above for
additional details.
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Tests
Inspected the SDLC Policy to confirm
the Company meets weekly for
Engineering Meetings to discuss recent
and upcoming changes to the system
and relevant news.

Results
No exceptions
noted.

Inspected the Engineering invite and
agenda for a sample of weeks to
confirm the Company meets weekly to
discuss recent and upcoming changes
to the system and relevant news.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the Company notifies customers of
changes to the system that impact
customers prior to the implementation
of the change.

No exceptions
noted.

Inspected an example alert to customer
to confirm customers are notified of
changes to the system.

No exceptions
noted.

N/A

N/A

CC9.0 – Common Criteria Related to Risk Mitigation
CC9.1

CC9.2

Criteria
The entity identifies,
selects, and develops risk
mitigation activities for
risks arising from potential
business disruptions.

The entity assesses and
manages risks associated
with vendors and business
partners.

Service Organization Controls
The Company has an IT Risk
Assessment that identifies threats to the
business operations and has assessed the
likelihood and impact of the threats.

Tests
Inspected the IT Risk Assessment to
confirm the assessment identifies
threats to the business operations and
has assessed the likelihood and impact
of the threats.

Results
No exceptions
noted.

The Company has a Business
Continuity Plan and Disaster Recovery
Plan that details recovery, prioritization,
and designated personnel to contact.

Inspected a Business Continuity and
Disaster Recovery Plan to confirm the
plan details recovery, prioritization,
and designated personnel to contact.

No exceptions
noted.

The Company updates the Business
Continuity and Disaster Recovery Plan
on an annual basis.

Inspected a ticket to confirm the
Business Continuity and Disaster
Recovery Plan is updated on an annual
basis.

No exceptions
noted.

The Company performs testing on the
Business Continuity and Disaster
Recovery Plan that includes real life
scenarios, preparedness, steps taken,
impact, and lessons learned.

Inspected the Business Continuity and
Disaster Recovery Plan to confirm the
Company performs testing that
includes real life scenarios,
preparedness, steps taken, impact, and
lessons learned.

No exceptions
noted.

The vendor risk assessment rates the
inherent risk of a vendor based on the
nature access to data, customer impact,
critical service provider and staff.

Inspected the Vendor Risk Assessment
to confirm the assessment rates the
inherent risk of a vendor based on the
nature access to data, customer impact,
critical service provider and staff.

No exceptions
noted.

The Company performs oversight of
subservice organizations on an annual
basis.

Inspected the Vendor Management
Policy to confirm subservice
organizations are reviewed on an
annual basis.

No exceptions
noted.
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Criteria

Service Organization Controls

Tests
Inspected a ticket to confirm the
subservice organizations are reviewed
on an annual basis.

Results
No exceptions
noted.

The Company requires a Vendor
Diligence Questionnaire for high risk
vendors during the vendor selection
process which includes a review of
materials and risk associated with the
vendor are understood.

Inquired with management to confirm
there were no high risk vendors
onboarded during the audit period.
Therefore, the Service Auditor was
unable to test the effectiveness of the
control during the audit period.

Control did not
operate during the
period.

Service Organization Controls
The Company has a solution configured
to monitor performance and capacity
metrics for the production environment
including failed requests and memory
usage. An alert is generated to
appropriate personnel when defined
performance metrics are exceeded.

Tests
Inspected policies to confirm they
detail the process of monitoring
performance and capacity metrics for
the production environment.

Results
No exceptions
noted.

Inspected the configurations of the
solution to confirm it monitors
performance and capacity metrics for
the production environment including
failed requests and memory usage and
alerts are generated to appropriate
personnel when defined performance
metrics are exceeded.

No exceptions
noted.

Inspected an example alert confirm
appropriate personnel are alerted when
defined performance metrics are
exceeded.

No exceptions
noted.

Additional Criteria for Availability
A1.1

Criteria
The entity maintains,
monitors, and evaluates
current processing
capacity and use of system
components
(infrastructure, data, and
software) to manage
capacity demand and to
enable the implementation
of additional capacity to
help meet its objectives.
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Criteria

Service Organization Controls
The Company utilizes a solution to
evaluate the production environment on
a continuous basis for capacity and
growth requirements.

The Company meets weekly for All
Hands Meetings to discuss business
performance, new customers, and recent
and upcoming changes to the system.

The Company meets weekly for
Engineering Meetings to discuss recent
and upcoming changes to the system
and relevant news.
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Tests
Inquired with management to confirm
the solution is utilized to continuously
evaluate the production environment
for capacity and growth requirements.

Results
No exceptions
noted.

Inspected the solution configurations
to confirm continuous evaluations of
the production environment for
capacity and growth requirements are
performed.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the Company meets weekly for All
Hands Meetings to discuss business
performance, new customers, and
recent and upcoming changes to the
system.

No exceptions
noted.

Inspected the All Hands Meeting invite
and agenda for a sample of weeks to
confirm the Company meets weekly to
discuss business performance, new
customers, and recent and upcoming
changes to the system.

No exceptions
noted.

Inspected the SDLC Policy to confirm
the Company meets weekly for
Engineering Meetings to discuss recent
and upcoming changes to the system
and relevant news.

No exceptions
noted.

Inspected the Engineering invite and
agenda for a sample of weeks to
confirm the Company meets weekly to
discuss recent and upcoming changes
to the system and relevant news.

No exceptions
noted.

A1.2

A1.3

Criteria
The entity authorizes,
designs, develops or
acquires, implements,
operates, approves,
maintains, and monitors
environmental protections,
software, data back-up
processes, and recovery
infrastructure to meet its
objectives.

Service Organization Controls
The production environment data is
backed up daily and retained for seven
(7) days, weekly backups are retained
for eight (8) weeks, and monthly
backups are retained for twelve (12)
months.

Tests
Inspected the Backup Retention Policy
to confirm production environment
data is backed up daily and retained for
seven (7) days, weekly backups are
retained for eight (8) weeks, and
monthly backups are retained for
twelve (12) months.

Results
No exceptions
noted.

The production environment is
configured for high availability via
replication through different Heroku
data centers.

Inspected the Heroku backup
configurations to confirm the
production environment is configured
for high availability via replication
through different Heroku data centers.

No exceptions
noted.

Backup restore testing is performed on
Inspected a ticket to confirm backup
an annual basis to ensure the integrity of restore testing are performed on an
the backups.
annual basis.

No exceptions
noted.

Controls related to developing,
implementing, maintaining, and
monitoring environmental protections
of data centers hosting the infrastructure
are the responsibility of the subservice
organization, Heroku. See the
Complementary Subservice
Organization Controls above for
additional details.

N/A

N/A

The entity tests recovery
Backup restore testing is performed on
Inspected a ticket to confirm backup
plan procedures supporting an annual basis to ensure the integrity of restore testing are performed on an
system recovery to meet
the backups.
annual basis.
its objectives.

61

No exceptions
noted.

Criteria

Service Organization Controls
The Company has a Business
Continuity Plan and Disaster Recovery
Plan that details recovery, prioritization,
and designated personnel to contact.

Tests
Inspected a Business Continuity and
Disaster Recovery Plan to confirm the
plan details recovery, prioritization,
and designated personnel to contact.

Results
No exceptions
noted.

The Company updates the Business
Continuity and Disaster Recovery Plan
on an annual basis.

Inspected a ticket to confirm the
Business Continuity and Disaster
Recovery Plan is updated on an annual
basis.

No exceptions
noted.

The Company performs testing on the
Business Continuity and Disaster
Recovery Plan that includes real life
scenarios, preparedness, steps taken,
impact, and lessons learned.

Inspected the Business Continuity and
Disaster Recovery Plan to confirm the
Company performs testing that
includes real life scenarios,
preparedness, steps taken, impact, and
lessons learned.

No exceptions
noted.

Controls related to implementing and
testing of recovery plan procedures to
meet availability objectives is the
responsibility of the subservice
organization, Heroku. See the
Complementary Subservice
Organization Controls above for
additional details.

N/A

N/A
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